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Aucndment to the Claimy:

The following listing of claims replaces all previous versions and listings of claims:

Listing of Claims:

1. (currently amended) A computer-based method for a multiparty clectronic

serviee, the method comprising steps of

negoliating a machine interpretable service specification between all parties, which
would cooperate with particular application running on a host system; defining said service

speeification Lot
identify cooperating partics;

identify a requestor and format of a service request, said request is adapted to

contain information about an individual ‘who is not a party to the machine-interpretable

service specilication;

conduct conditional processing steps required for said service request, said

condilional processing steps is adapted 1o use stored data about said individual; and

provide conditional notifications, said notifications is adapled to include

additional information about the individual described in the request;

providing u secure computation cnvironment in said host system; uploading
said service specification into said sceure computation cnvironment; cnforcing said service

specification with regards to all cooperating partics,
receiving a service request from said requestor;

providing a securc co-processor in said secure compulation environment for

processing said scrvice request, where said sccure processing includes:

delermining the scrvice specification that govems said scrvice request;
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validating the actual requestor and (he content of the service rcquesl
against an expected requestor and expected cantents as defined in the service specification;

and

exceuling the conditional processing and the notifications as defined in

the service specification.

2. (original) The method of claim 1 further comprising the step of allowing at
Jeast one party of said cooperating partics Lo cancel said scrvice specification wherein all

fulure service requests that rely on said cancelled service specification will be rcjeeted.

3. (original) The melhod of claim 2 whercin said steps of negotiating a machine
interpretable service specification, uploading, enforcing, receiving a service request, and
canceling said service speeilication comprises the step of conducting said previous steps

multiple fines.
4. (original) The method of ¢laim 1 further comprising the steps of:

negotiating multiple machine interpretable scrvice specifications; defining said

multiple service spccifications;

uploading said multiple service specifications into said sccure computation

environment; and
cnforcing said multiple service speci fications with rcgards to all cooperating parlies.

5. (original) The method of ¢laim 4 wherein said sceure processing steps further
comprises the step of having at lcast onc of said sccure processing steps being exccuted

unconditionally.

6. (original) The method of claim 1 whercin said sceure processing steps further

comprises (he step of having at least one of said sccurc processing steps usc data provided in
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8aid service request and found in said host system to derive further information about said

individual deseribed in said scrvice request.

7. (original) The method of ¢Jaim 6 wherein said at lcast one of said sccurc
processing steps further comprises the step o { computing a correlation between biomelric

datu provided in said service request and biometric data Jooked up in said host systen.

8. (otiginal) The method of elaim 1 wherein said step of providing conditional

notifications further comprises the step of providing an empty message.

9. (original) The method of claim 1 wherein said step of ncgotiating a machine
interpretable service specification between all partics further comprises the step of providing

a contract for governing (he negoliated scrvice specification.

10.  (original) The mcthod of claim 1 wherein said seoure processing steps further

comprises the sicp of notifying said requestor that said scrvice rcquest was processed.

11,  (original) The method of claim 1 wherein said step of enforcing said servicc
specification further comprises the step of uploading at least one database from at lcast one
party of said cooperating partics, information contained thercin from said at lcast one

databasc is stored in said host system.

12.  (original) The methed of claim 4 whercin said step of ncgotiating multiple
machine interpretable service specifications hetween any coopcrating parlies further
comprises the step of providing a contract for governing cach negotiated scrvice

specification.

13. (original) The method of claim | wherein said step of providing conditional
notifications further comprises the step of providing a notification that is adaplcd to contain

information about said individual.

14, (original) The method of ¢laim 13, wherein said step of providing a
notification that is adapled to contain information about said individual further comprises the
step of providing said notification to at least one party of said coopcrating partics, said at
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Jcast one parly of suid cooperating partics is a party other than said requestor.

15.  (original) The method of claim 14, whercin said step of providing a
Latification to at lcast one party of said cooperaling patlics that is adapted to contain
information about said individual further comprises the step of providing notification to said
at least one pariy of said cooperaling parties that is a party other than a provider of said stored

data.

16. (original) The method of claim 1 whercin said step of providing conditional
notifications further comiprises the step of providing a notification to at least onc party of said

cooperating partics that is adapted to contain no information about said individual,

17. (currently amended) Apparatus for a multiparty elcctronic scrvice, the apparalus

comprising:

at least one host compuler adapted to have at least one SECUTe CO-pPro¢essor opcerating

in 4 securc computation environment, said al least onc host computer operative 10:

negotiate a machine interpretable scrvice spech fication between all parlics,

which would cooperate with a particular applicalion running on said host compulcr;
upload said scrvice specification into said secure computation cnvironment;
cnforce said service specification with regards 1o all coopcrating parties;

receive a service request from a requestor, {he service rcquest being adapted to

contain jnformation about  an individual who is not a party to the machige interpretable

service speci figation;

execule sceure processing of said scrvice request; and provide notifications as

defined in the service specification.

18. (currently amended) ‘I'he apparatus of claim 17, wherein said at lcast one host

computer is further operative to define said service specilication (ot
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identily said cooperating parliés;

identify said requestor and (he format of said scrvice requestysaid-requestis-adapted

to contain-informatior-about-an-individual;
conduct conditional processing steps required (or said service request, said
conditional proccssing steps is adapted to nusc stored data about said individual; and

provide conditional notifications, said conditional notifications is adapted to include

additional information about ihe individual described in the request.

19.  (original) The apparatus of claim 17 whercin said at least onc host computer is

fus lher operalive to execute said sccure processing to:

determine the service specification that governs said scrvice request; validate said
requestor and the content of the scrvice request against an expected requeslor andl expected

contents as defined in the service specification; and
oxecute conditional processing as delined in the service specificalion,

20.  (original) The apparatus of claim 17 wherein said at lcast one host computer is
furlher operative to provide said notifications as condilional notifications that is adapted to

include additional information shout an individual deseribed in the request.

21. (oviginal) The apparatus of claim 17 wherein said at least one host computer is

frther operative 1o provide a contract for governing the ncgotiated service specification,

22.  (original) The apparatus of claim 17 wherein said at lcast onc host computer
operative to negotiate said machine interprelable service specification, upload said service
specification, enforce said service speeification, and receive a service requcest, is further
operative (o conduct said negotiating, uploading, enforcing and receiving functions multiple

limes.
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23.  (original) The apparalus of claim 17 whercin said at lcast onc host compuler is
furthicr operative (o use data provided in said service request and found in said host computer

to derive further information about an individual described in said scrvice request.

24,  (original) The apparatus of claim 23 wherein said at least onc host computer is
lurther operative to compute a correlation between biometric data provided in said service

request and biomutric data looked up in said host computer.

25. (original) The apparatus of claim 17 whercin said at lcast onc host computer is
further operalive to compute a correlation between biometric dala provided in said service

request and biometric data looked up in said host computcr.

26. (original) The apparatus of claim 17 whercin said at lcast one host computer

operative o provide notifications is further operative to provide an cmpty message.

27. (original) The apparatus ol claim 17 wherein said at Jeast onc host computcr is
further operative to upload at Icast one database {rom at Icast one parly of said cooperating
partics, information contained herein from said at lcast one databasc is adapted to be slored

in said host compuicr.

28.  (original) 'Ihe apparatus of claim 17 wherein said al lcast one host compulcr
opurative 1o negoliate a maching interpretable service specification betwecen all partics is

finther operative to:
negoliate multiple machine interpretable service specifications;
define said multiple service specifications;

upload said multiple scrvice specifications into said sccure computation environment;

and

enlorce said multiple service specilications wilh regards 10 all cooperating partics.
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20,  (original) The apparatus of claim 17 wherein said at least onc host compuict
operative to provide notifications is furiher operative to notify said requestor that said service

request was processed.

30. (original) The apparatus of claim 27 wherein said at least onc host computer
opcrative to provide nolifications is futther operative lo provide conditional notifications that

is adapled to contain information about an individual.

31, (oviginal) ‘The apparatus of claim 18 wherein said at least onc host computer is
further opurative to provide said conditional notificalions to another party of said cooperating

partics, saict another party of said cooperating partics is a party other than said requestor.

32. (currently amended) The appiratusmethesd- of claim 31, wherein said at Icast

onc host computer operative to provide said conditional noti(ications to said another party of
said cooperating parties is further operative to provide said conditional notifications to a parly

other than a provider of said stored data.

33. (currently amended) An identification apparatus for matehing individuals, the

appacalus comprising:

al least one host computer adapted (o have at least onc secure co-processor operating

in & sccurc compulation environment, said at least one host computer operative to:

negotiate a machinc inteipretable contract between all parlies, which would

coaperate with a patticular application runuing on said host computer;
upload said conlract into said sccurc computation environment;
enforee said contract with rcgards 1o all cooperating parties;

receive a service request [rom a requestor, the service requesl being adapted to

contain information about an individual who is not a party to the 1nachine interpretable

mlract;
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exceute secure processing ol said service request; and provide notifications as

defined in the contract.

34.  (currently amended) An article of manafacture for usc in a multipartly
clectronic service, comprising a machine readable medium tangibly embodying a program of
instruclions executable by a machine for implementing a method, the method comprising

steps ol

negoliating a machine interpretable service specification between all parties, which
would cooperate with a particular application running on a host system; defining said service

specification to:
identify cooperating parties;

identify 2 requestor and format of a service request, said request is adapted to

contain information about an individual_who is not a party to_the maching interpretable

survice specification;

conduct conditional processing steps required for said service request, said

conditional processing steps is adapted to use stored duia about said individual; and

provide condiiional notifications, said notifications is adapted to include

additional information about the individual described in the request;
providing a secure comnputation cavironment in said host system;

uploading said scrvice specification into said secure computation

environment;
enforeing said service specification with regards to all cooperating partics;
receiving a service request from said requestor;

providing a secure co-processor in said sccure computation environment for
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processing said service request, where said sccure processing includes:

determining the service specification that govemns said service request;
validating the actual requestor and the content of the service request against an expected

requestor and expected contents as defined in the service specification; and

cxceuting the conditional processing and the nolifications as defined in

the service specification.

35, (currently amended) A program storage device readable by a machine,
tangibly einbodying a program of instructions exccutable by the machine to perform methods

steps for managing a matching identification scrvice, the method comprising the steps of:

negolialing a machine interpretable serviee specilication between all partics, which

would coopcrate with a particular application running on a hosl system;
defining said service specification to:
identily cooperating parlics;

identify a requestor and format of a service request, said request is adapted to

condain informuation about an individval who is not a party to the machine interpretable

service specification;

conduel conditional processing steps required for said service request, said

codlitional processing steps is adapted to use stored data about said individual; and

provide conditional notifications, said notifications is adapicd to include

additional infornation about the individual described in the request;

providing a sccurc computation cnvironment in said host system; uploading
said scrvice specification into said sccure compultation environment; enforcing said service
specification wilh regards to all cooperaling partics;
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reeeiving a service request from said requestor;

providing a sceure co-processor in said sccurc computation environment for

processing said service request, where said secure processing includes:
determining the scrvice specification that governs said service request;

validating the actual requestor and the content of the service request
against an expeeted requeslor and expected contenls as defined in the service spccilication;

and

exceuting the conditional processing and the notifications as defined in

the scrvice specilicalion.

36.  (currently amended) A mulliparty electronic scrvice method comprising the

sleps of;

providing at 1cast onc host computer adapied o have at Ieast one securc Coprocessor

_operaling i a sccure computation cnvironment;

operating said at feast one hosl compuier to ncgotiate a machine interprelable service
speei fication between all partics, which would coopcerate with a particular application running

on said host compuler;
uploading said scrvice specification into said sccure computation environment;
culorcing said service specification with regards 1o all cooperating partics;

receiving a scrvice request frony a requestor, the serviee request being adapted to

service gpesilication;

cxecuting sccure processing of said service request; and providing notifications as

defined in the service specification.

YORO20020159US1 /145-0017 11

PAGE 13/27* RCD AT 1111412005 4:22:53 P [Eastern Standard Time]* SVR:USPTO-EFXRF 5125 DNIS: 2738300 CSID:8602860115* DURATION {mm-5s):07-10




NOV-14-2005 MON 05:33 PM CANTOR COLBURN LLP FAX NO, 8602860115 P,

37.  (currently amended) An identification method for matching individuals, the

method comprising the steps oft

providing at least onc host computer adapted to have at least onc sccure coproccssor

opetating in a sccure computation environment;

opcrating sald at least one host computer to negotiate a machine intcrpretable contract
between all partics, which would cooperate with a particular application running on said host

compulter;
uploading said contract into said sceure computation cnviromment;
cnforeing said contract with regards 1o all cooperating partics;

receiving a service request from a requestor, the service request being adapted o

contain information about an individual who js ol a parly to the machinc-intcrpretable

contract;

exccuting seeure processing of said service request; and
providing notifications as defined in the conlract.

38, (cnrrently amended) An article of manufacture for use in a multiparly
clectronic sarvice, comprising a machine readable medium tangibly cmbodying a program of
instructions exccutable by 2 machine for implementing a method, the method comprising

steps of

providing at least one host computer adaptcd to have at Icast one secure coproccessor

operating in a sceure computation environment;

operaling said at lcast one host computer o negotiate a machine interpretable service
speei fication between all parties, which would cooperate with o particular application running
ol said host computer;
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uploading said service specification into said sccure computation cnvironment;
chloreing said scrvice specification with regards to all cooperating parties;

reeeiving a service request [rom a requestor, the service request being adapted 1o

contain infonnation about an individuat who.is_not a party to the machine interpretable

scrvice spocification;

executing seeurc processing of said service request; and
providing nofifications as defined in the service specification.

39. (currently amended) A program storage device readable by a machine,
tangibly embodying a program of instruclions executable by the machine to perform methods

sleps for managing a matching identification service, the method comprising the steps of:

providing at lcast one host.compuler adapled to have at leasl one secure coprocessor

operating in a securg computalion environment,

operating said at least one host computer to negotiate a machine interprelable service
speei fication between all partics, which would cooperate with a particular application running

on saitl host computcr;
uploading said scrvice specification into said sccure compulation enviromnent;
enforcing said scrvice specification with regards 1o all cooperating parlics;

receiving a servics request (rom a requestor, the serviee requested being adapted to

contain_information_about an_individual who is not a parly to the machine interpretable

service specification;

excewling secure processing ol said service request; and

providing notifications as defined in the scrvice specification.
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0.  (currently amended) An arlicle of manufacture for use in matching
individuals, comprising a machine readable niedium tangibly embodying a program of
instructions executable by a machine for implementing a method, the methed comprising

steps of®

providing at least onc host computer adapted to have at least one sceure coprocessor

operaling in a scoure compulation environment;

operating said at least onc host computer to negotiale a machine interpretable contract
between all pattics, which would cooperate with a particular application running on said host

compuier;
uploading said contract into said secure computation environment;
enforcing said conlract with regards to all cooperaling partics;

receiving a service request from a requestor, the service request being adapted (o

contain infonnation ahout an individual who is not a part o the machinc interpretabl

conlract;
excecuting sceure processing of said scrvice request; and

providing notifications as defined in the contract.

41. (currcntly amended) A program storage device readable by a machine,
tangibly embodying a program of instructions executablc by the machince to perform methods

sicps for managing a matehing identification service, the mcthod comprising the steps of!

yroviding at least one host computer adapted to have at least onc sccure co-processor
-

operaling in a secure computation cnvironment;

operating said at least one host computer to ncgotiate a machine interpretable contract
hetween all partics, which would cooperate with a particular application running on said host

-computer,
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uploading said contraet into said sccure computation enviromment;

enfloreing, said contract with regards to all cooperating parties;

receiving a service request [rom a requestor, the service request being adapted to

coniain information about an jndividual who is not a party to machinc intcrpretable contract;

execuling sccure processing of said service request; and
providing notifications as defined in the contract.

42, (currently amended) A computer-based method for a mulliparty clectronic

scrvice, the method comprising steps of:

implementing on a computer system at least onc contract for goveming a service

between a service providur, a client and at least one other party;

recciving at said scrviee provider a first request [rom a client, the first request being

adapted to contain information about an individunl who is not onc of the service provider, a

client and at least onc other parly;

scitdipg from said service provider a data request to onc of at lcast onc other party;

receiving, at said service provider (rom said onc of at least one other party, a data

ICSPONSE in a sceute computation enviromuent;

delermining, in accordance with said contract, whether a match cxists between said

first request and said data responsoe;

i a match results from said detenmining slep, providing a notification of said match to

said at least onc other party.

43,  (previously presenled) The method of claim 42 further comprises the step of

providing said notification even if there is no match as determined in said detennining step.
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44,  (previously presented) The method of claim 43, wherein said step of providing
said nolification comprises the step of providing a dumnty message (o said at lcast onc other

parly.

45.  (previously presented) The method of claim 42 further comprises the step of

nolifying snid clicnt (hat said first request was processed.

106. (previously presented) The method of claim 42 wherein the implementing the
al least one contract step comprises the step of assigning a contract 1D for any contract that

poverns a service between the service provider, the client and the at lcast one other party.

47. (previously presented) The method of claim 42 further compriscs the siep of

executing the previous steps in a conlract engine within the secure computation cnvironment.

48, (previously presented) The method of claim 47 {urther comprises the step of

providing a plurality of contract engines coupled to 2 communication network.

49. (previously presculed) The method of claim 42 whercin the determining sicp

comprises the step of performing the detemnination in a cryplo-coproccssor.

50.  (currently amended) A computer-based method for a multiparty electronic

service, the method comprising steps of:

implementing on a computer system at least one contract for governing a service

between a scerviee provider, a client and at least onc other party;

determining, in accordance with said contract, whether a match exisls betwceen a lirst

request from said client and a data response fron one of at Icast onc other parly, the (irst

service provider, a glient and at least one other, party;

il a malch results from said determining step, providing a notification of said match (o

said at least one other party.
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51.  (previously presented) The method of claim 50 further comprises the sicp of

providing said notification even if there is no matceh as determined in said determining step.

52, (previously presented) The method of claim 51, whercin said step of providing
said polification comprises the step of providing a dummy message o said at lcast one other

patiy.

53.  (previously presented) The method of claim 50 further comprises the step of

notilying said elicnt that said first request was processed.

54.  (proviously presented) The method of claim 50 wherein the implementing (he
at lcast one contract step compriscs the step of assigning a contract 1D for any contract that

goverus a service between the service provider, the client and the at least one other party.

55, (currently amended) A computer-bascd method for managing a matching

identification service, the method comprising the steps of

implementing on a computer system at least one contract having a contract 1D for
poverning said matching identification service between a service provider, a client and at
Jeast one other party determining, in accordance with said contract 1D, whether a malch exists
between a first requost (rom said clicnt and a data responsc from one of at least onc other

party, the first request being adapted to contain jnformation about an individual who is not

ope of the service provider, a client and at lcast ong other party,

if a match results from said determining step, providing a notification of said maich (o

said at least onc other patty.

56.  (previously presented) The method of claim 55 further comprises the siep of

providing said notification even if there is no mateh as delermined in said determining step.

57.  (proviously presented) The method of claim 56, wherein said step of providing
said) notification compriscs the step of providing a dummy message to said at least onc other
party.
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58.  (previously presented) The method of claim 55 further compriscs the step of

notifying said client that said (irst request was processcd.

59, (currently amended) Apparatus for a multiparty electronic service, the

apparalus comprising:

at least one host computer operative Lo:

maintain and enforce at least one contract for governing a scrvice between a

service provider, a client and at least onc other party; and

to detenmine, in accordance with said at least onc contract, whether a match
exisls between a first request from said client and a data responsc from one of at least one

other party, the first vequest being adapted (o contain information about an individual who is

nol ong of the service provider, a client aud at lcast onc other party;

said at least one host computer is further operative Lo provide a notification to

said at least onc other parly il a match results from said detcrmination.

60.  (previously presented) The apparatus of claim 59, whercin said at least one
host computer is further operative to provide said notification to said at lcast one other party

ifno match results [rom said determination.

61.  (previously presented) The apparatus of claim 60, wherein said at lcast onc
host computec is further operative 1o provide a dummy message to said at least onc other

party.

62.  (previously presented) The apparatus of claim 59, wherein said at least one
host computer is firther operative to provide a notification to said clicnt that said first request

was processed.

63. (previously presented) The apparatus of claim 59, wherein said at lcast one

Tiost computer compriscs:
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a securc computation environment for processing sensitive data;

a network handler for sending and receiving messages to and from said sccure

compulation envivonment and a network; and

a storage handler (o process database requests that come from inside said sccurc
compulation cavironment and retricves information from a sccurcd database containing said

conlracts and private information data,

64.  (previously presented) The apparatus of claim 59, wherein said at least one
host eomputer is further operative 1o provide a contract ID for any contract that governs a

service befween the service provider, the client and the at least onc other party.

65.  (currcntly amended) Apparatus for a matching identification scrvice, (he

apparatus comprising:
at loast ouc host computer operative ta:

maintain and enforce at lcast one contract having a contract TD for governing a

service between a service provider, a clicnt and at Icast onc other party;

and to determine, in accordance with said at lcast onc contract, whether a
match exisls between a first request from said client and a data responsc [rom onc of at least

one other party, ihe first request being, adapted o contain infornmation about an individual

who is not one of the service provider, a client and at {cast one other party;

said at lcast one host computer is further operative to provide a notification to

said at least one other parly il a2 mateh results from said determination.

06, (previously presented) The apparalus of claim 65, whercin said at lcast one

hosl computer compriscs:
a sceure compulation environment for processing sensitive dala,

a nctwork handler for sending and receiving messages (o and from said sccure
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compulation environment and a network; and

a storags handler 10 process database requests that come from inside said sccuve
computation environment and retricves information from a secured databasc contlaining said

contracts gl private information data.

67.  (proviously presented) The apparatus of claim 66, whcrein said sccure

computalion cnvironment comprises a contract enginc operative to:

handle suid first request, conduct a matehing task, and provide a respond scrving as

said nolification.

68.  (previously presented) The apparatus of claim 65, whercin said at Icast one
host computer is further operative to provide said notification to said at lcast onc other parly

il no match resulls from said determination.
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